Background
A significant amount of data transferred and stored across networks is private information. In the case of health records and patient data, the privacy of the electronic information is not only sensitive, but protected by law [1] . As communication between health practitioners moves increasingly to being electronic and the advantages of sharing patient information becomes clearer [5] , issues of privacy and security of this information also assumes a greater importance. At the same time, the practicalities of the large number of people that may have a legitimate need to access information, coupled with the distribution of those people makes the choice of security techniques used to secure the information a balance between effectiveness and practicality. This is highlighted by the choice of encryption techniques used when sending messages between health practitioners over open and closed systems. Currently, strong encryption refers to 128-bit or stronger encryption and for practical purposes, this encryption strength is virtually unbreakable [3] . There are stronger encryption types, however, this will have a bearing on encryption and decryption performance. A traditional approach to encrypting messages between health practitioners has been to use public key infrastructure (PKI) to provide digital signatures and encryption of messages. "A Public Key Infrastructure is defined to be a comprehensive system providing public-key encryption and digital signature services and includes the set of services that allow the use and management of keys, certificates and policies" [2] . The problem with this approach has been the complexity of managing the PKI environment, coupled with the overheads of utilizing the technology to send messages [2] . A simpler approach from the users' point-of-view has been to develop a closed server-based system protected by usernames and passwords and accessed over SSL, as in the case of Medical Message Exchange (MMEx) 1 . The issue here however is that the data then is stored in the clear on the server. This thesis examines the factors influencing the choices of encryption techniques that could be used to allow health practitioners to send email-like messages to each other via an internet-based server. Different approaches will be evaluated and compared using a rating based on a range of criteria including usability, security, performance and satisfying current legal requirements for the transmission and storage of patient information. Furthermore, issues relating to confidentiality, integrity and availability [5] will be considered in the assessment. These criteria have been chosen so that the data is kept accurate, ensuring the patient's previous health care, including treatments and testing are correct, avoiding inappropriate treatment or repetitive testing [4] .
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Aim
The aim of this project is to identify which encryption techniques are a viable solution to secure sensitive health records, with a focus on performance and security. Specifically the aims include:
• A comparison and evaluation of encryption techniques/types specific to the area of health records and data, based on usability, security, performance, scalability and practicality.
• Server side encryption performance and security results.
• Client side encryption performance and security results.
